Developer Handover Document
Project Name: Linxness
Platform: Flutter (Android & iOS)
State Management: GetX 
Category: Crypto Wallet & DeFi (Aave Integration)

1. Project Overview
Linxness is a decentralized finance (DeFi) mobile application that allows users to connect crypto wallets, interact with multiple chains, and perform DeFi operations on Aave protocol. Users can supply, borrow, withdraw, and repay crypto assets directly from the app. The app also integrates AdMob monetization and uses fiChart for data visualization.
The app supports multiple chains: Ethereum, Binance Smart Chain (BNB), Polygon, Avalanche, and Optimism. Wallet connections are handled via Wallet Connect (Reown AppKit).

2. Key Features & Modules
2.1 Wallet Connect Integration
· Purpose: Enable secure connection to crypto wallets.
· Implementation: Using Reown AppKit.
· Supported Wallets: MetaMask, Trust Wallet, etc.
· Key Files: wallet_connect_controller.dart
2.2 Multi-Chain Support
· Purpose: Allow users to interact with multiple blockchain networks.
· Chains Supported: Ethereum, BNB, Polygon, Avalanche, Optimism
· Key Files:  dashboard_screen.dart, market_screen.dart
2.3 Aave Protocol Integration
· Purpose: Perform DeFi operations like supply, borrow, withdraw, repay.
· Data Source: Aave APIs + Smart Contracts
· Implementation: Using web3dart for smart contract interaction
· Key Files:  defi_ controller.dart
2.4 Smart Contract Interaction
· Purpose: Read/write blockchain data.
· Implementation: web3dart + Provider state management.
· Key Files defi_ controller.dart , web3_utils.dart
2.5 Charts & Data Visualization
· Purpose: Display historical supply/borrow trends.
· Implementation: fiChart library
· Key Files: coindetail_screen.dart, coindetail_controller.dart
2.6 Ads Integration
· Purpose: Display banners & interstitial ads.
· Implementation: Google AdMob
· Key Files: ad_controller.dart, ad widgets in dashboard & navigation screens

3. Folder / Code Structure
lib/
 ├── main.dart
 ├── models/
 │    └── user.dart
 │    └── wallet.dart
 │    └── transaction.dart
 ├── viewModel/
 │    └── wallet_provider.dart
 │    └── chain_provider.dart
 │    └── defi_provider.dart
 │    └── chart_provider.dart
 ├── hepler/
 │    └── wallet_connect_service.dart
 │    └── aave_service.dart
 │    └── contract_service.dart
 │    └── admob_service.dart
 ├── view/
 │    └── login/
 │    └── dashboard/
 │    └── wallet/
 │    └── transaction/
 │    └── charts/
 ├── widgets/
 │    └── custom_button.dart
 │    └── wallet_tile.dart

4. Authentication & Wallet Flow
1. First-time Launch → User sees “Connect Wallet”.
2. Wallet Selection → User selects preferred wallet app.
3. Wallet Connect → Connection handled via Reown AppKit.
4. Token Management → Store connected wallet info securely.
5. User Actions → Supply/Borrow/Withdraw/Repay performed via smart contract calls.

5. API & Blockchain Integration
5.1 Aave API
· Fetch Reserve Data, User Reserve Data, Chain Data.
· Example endpoint: GET /protocol/reserves/{chainId}
5.2 Smart Contract Interactions
· supply(), borrow(), withdraw(), repay() functions implemented via web3dart.
· Transaction signing handled client-side.
5.3 Wallet Connect
· Provider files: wallet_connect_provider.dart
· Handles session management, network changes, disconnect/reconnect events.
· It is using an app id i.e. get from the  https://dashboard.reown.com/ in this we have to register our application using bundle id of the application & domain.
· It is using an app id i.e. get from the  https://dashboard.reown in this we have to register our application using bundle id of the application.

6. State Management
· WalletController: Manages connected wallets & balances.
· ChainData: Manages selected blockchain network.
· DeFiController: Handles DeFi actions & transaction status.
· CoinDetailController: Provides historical data for charts.

7. Dependencies
· Flutter 3.32.0
·  GetX 
· web3dart → Smart contract & blockchain calls
· Reown AppKit → Wallet Connect
· fiChart → Charts & data visualization
· Google AdMob → Ads
· http → API calls

8. Testing & Debugging
· Flutter Test for unit testing
· Ensure wallet transactions are tested on testnets before mainnet
· Logs should include transaction hash and status
· Known issues: Push notifications not implemented, occasional latency on large chains

9. Deployment / Build
· Android: flutter build apk
iOS: flutter build ios
· Test on multiple chains and wallets before release
· Ensure AdMob IDs replaced with production IDs

10. Known Issues
· Multi-chain switching latency
· Some historical data may lag due to API rate limits
· AdMob interstitials may overlap in rapid navigation

11. Future Enhancements
· Add support for more chains (Arbitrum, Base)
· Push notifications for liquidation alerts
· Dark/Light mode toggle
· Staking / Rewards module

12. Developer Notes
· Provider structure is critical for state consistency
· Separate wallet sessions by chain to avoid transaction errors
· Always test supply/borrow/repay flows on testnets before production
· Keep API keys and Wallet Connect credentials secure

